
After a year-long investi-
gation into the Cambridge 
Analytica data breach, 
Facebook will pay one  
of the largest regulatory 
penalties ever imposed  
by the US government 
when it hands over a  
record $5bn (£4bn) penal-
ty for “deceiving” users 
about their ability to keep 
personal information  
private. 

The US consumer regula-
tor, the Federal Trade 
Commission (FTC), is 
believed to have set the 
penalty level to reflect  
the scale of the breach, 
with the previous record 
for its largest fine standing 
at a $275m penalty for 

consumer credit agency 
Equifax. Nonetheless,  
two of the five FTC  
members were still not 
satisfied with the magni-
tude of the settlement, 
calling it insufficient  
and doubting that it would 
encourage the company 
to alter its behaviour.  

In a statement, Commis-
sioner Rohit Chopra said, 
“The settlement imposes 
no meaningful changes  
to the company’s  
structure or financial  
incentives, which led  
to these violations…Nor 
does it include any  
restrictions on the compa-
ny’s mass surveillance  
or advertising tactics”. 

However, the social net-
work will now submit to 
new restrictions on how  
it operates and will modify 
its corporate structure  
to ensure that executives 
are more accountable  
for users’ privacy. FTC 
chairman, Joe Simons, 
said, “Despite repeated 
promises to its billions  
of users worldwide that 
they could control how 
their personal information 
is shared, Facebook  
undermined consumers’ 
choices”. 

Simons said changes  
to Facebook’s corporate 
structure would make  
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GDPR concerns in M & A highlighted by 
£99m fine against Marriott Hotels 
A year since the imple-
mentation of the General 
Data Protection Regula-
tion (GDPR), the hotel 
group Marriott Internation-
al is set to be fined just 
over £99m after it left  
the personal information  
of up to half a billion 
guests exposed to hack-
ers, in the second major 
fine issued this week  
by the UK for failing to 
protect data.  

The UK data protection 
regulator, the Information 

Commissioner’s Office 
(ICO), announced  
the Marriott fine just 24 
hours after saying it 
plans to fine British  
Airways a record £183m 
fine for a similar breach. 

The alleged infringement 
occurred in 2014 through 
the IT system of the hotel 
group that it now owns, 
in which approximately 
300 million guest records 
globally were exposed.  
It is said that data stolen 
by hackers included 

guests’ name, home ad-
dress, telephone number, 
passport number, Star-
wood Preferred Guest 
reservation number,  
date of birth and other 
identifying information, 
and that encrypted credit 
card numbers were  
also accessed during  
the attack. 

The ICO said that unau-
thorised access by hack-
ers into the systems of  
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