
The UK Information  
Commissioner’s Office 
has launched a consulta-
tion on draft Statutory 
guidance which details 
how it will regulate and 
enforce data protection 
legislation in the UK. 

A requirement of the  
Data Protection Act 2018 
(‘DPA’), the guidance  
explains how the ICO  
will exercise its regulatory 
functions when issuing 
information notices,  
assessment notices,  
enforcement notices  
and penalty notices.  

The guidance outlines  
out a nine-step process 
for calculating proposed 

monetary penalties, 
including a couple  
of novel elements.  

The first step that the  
ICO will take is to carry 
out an assessment of  
the seriousness of an 
infringement, considering 
relevant factors under 
section 155 of the DPA. 
The factors replicate 
those of Article 83(2) of 
the GDPR, including the 
nature, gravity, and dura-
tion of the infringement, 
any action taken to miti-
gate the damage, the 
level of cooperation with 
the ICO, the categories  
of personal data, and  
previous data protection 
failures.  

The second step is the 
assessment of the degree 
of culpability/fault of the 
organisation concerned. 
The ICO will determine 
this by assessing the 
technical and organisa-
tional measures and will 
also take into account the 
intentional or negligent 
character of the incident.  

The third step is the  
determination of turnover. 
The ICO will review the 
relevant accounts and 
obtain expert financial,  
or accountancy advice  
if required, to determine 
the amount of turnover.  
In circumstances where 
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CJEU rules that bulk data retention 
schemes are illegal 
The Court of Justice of  
the EU has confirmed  
that national governments 
cannot force internet and 
phone companies to store 
information such as loca-
tion data and metadata in 
the name of crime preven-
tion or national security. 
This is a practice that is 
widespread among nation-
al security agencies in 
Europe.  

The CJEU was giving 
judgment in favour of  

various rights advocacy 
organisations, including 
Privacy International  
and La Quadrature  
du Net, in relation to  
a number of cases that 
the organisations had 
brought against bulk  
data retention schemes 
run by UK, French and 
Belgian security and in-
telligence agencies. 

According to the judg-
ment, Member States 
may only authorise indis-

criminate and bulk reten-
tion of data where they 
are faced with a serious 
threat to national security 
that proves to be genuine 
and present or foreseea-
ble, subject to review by  
a court or independent 
body. 

The judgment runs coun-
ter to certain elements of 
the UK’s Investigatory 
Powers Act, as well as 
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